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Agenda

& Vision — wo wollen wir hin?

; Realitatscheck — wo stehen wir?

@ Trends und Entwicklungen — welchem Ziel kommen
wir wie naher?
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Die langfristige Vision
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Realitatscheck — wo stehen wir?

The Technology Pyramid for Media Nodes

Minimum User Requirements to Build and Manage an IP-Based Media Facility.

Media Transport

Time and Sync
- PTPvZ configurable within SMPTE
and AES profiles
» Multi-interface PTP redundancy
» Synchronisation of audio, video and
data essences

. &

Single link video SMPTE ST 2110-20
Software-friendly SMPTE ST 2110-21 Wide
video receivers

Universal, multichannel and low latency
audio SMPTE ST 2110-30 Level C

Stream protection with SMPTE ST 2022-7

Discovery and Registration: AMWA IS-04

1 . 0 Discovery and Connection
s  Connection Management: AMWA IS-05 NMOS
Conﬁguration and mnitoring - Audio chalmel mapping: AMWA 1508 (in dev.)
a P assignment: DHCP v ®  Topology discovery: LLOP
» Open configuration management -
e.g., APl, config file, 55H CLI, etc. Security
» Open monitoring protocol - .
» EBU R 148 Security Tests
e-2., syslog, agent, SNMPv3, etc. o »  EBUR 143 Security Safeguards
- Secure HTTPS APl calls
Partially available
E B U EBU TECH 3371 - December 2018 -
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https://tech.ebu.ch/publications/tech3371

Trends und Entwicklungen

42 Full Stack Profil weiterentwickeln
& Remote Production — hier RIST/ZIXI/SRT

B Sicherheit — Security is a thing!
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Entwicklung: Full — Stack — Profil

Ziel: IP (ST2110) fiir die Produktion nutzbar machen

Was heiRRt Full — Stack — Profil?

e Zusammenstellung von Protokollen, Standards und Schnittstellen so, dass eine
Plug-und-Play Nutzung moglich wird

e beivoller Interoperabilitat

Wer arbeitet daran? Alle!
e SMPTE, VSF, AMWA, AES, EBU, IRT

GrofRte Arbeiten derzeit:
e NMOS, JT-NM, AMWA
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Full — Stack — Profil: NMOS fiir Netzwerk

Network Control AMWA NMOS 1S-06

C =
o
@ - Connection Management AMWA NMOS I5-05
L ©

>
e | 2 Registration / Discover / Identity AMWA NMOS 1S-04
a | ® - Media Flow Description SDP
Q (<))
: m
w t
& W PTP (ST2059-2 bzw. AES67)
5 5
- - Ethernet/IP, DHCP, IGMPv3
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Full — Stack — Profil: NMOS - Ubersicht

Id Name Spec Status
IS-04 Discovery & Registration AMWA Specification
(Stable)

IS-05 Device Connection AMWA Specification
Management (Stable)

IS-06 Network Control AMWA Specification

IS-07 Event & Tally AMWA Specification

IS-08 Audio Channel Mapping AMWA Specification

IS-09 System Work In Progress

IS-10 Authorization Work In Progress

MS-04 ID & Timing Model Work In Progress

BCP-002-01 Natural Grouping AMWA Specification

BCP-003-01 e AMWA Specification
Communications

BCP-003-02 API Security: Authorization |Work In Progress

IRT

BCP: Best Common Practice
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https://amwa-tv.github.io/nmos-discovery-registration
https://amwa-tv.github.io/nmos-device-connection-management
https://amwa-tv.github.io/nmos-network-control
https://amwa-tv.github.io/nmos-event-tally
https://amwa-tv.github.io/nmos-audio-channel-mapping/
https://amwa-tv.github.io/nmos-system
https://amwa-tv.github.io/nmos-authorization
https://amwa-tv.github.io/nmos-id-timing-model/
https://amwa-tv.github.io/nmos-grouping/best-practice-natural-grouping.html
https://amwa-tv.github.io/nmos-api-security/best-practice-secure-comms.html
https://amwa-tv.github.io/nmos-api-security/best-practice-authorization.html
https://www.amwa.tv/nmos
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IBC 2019

JT-NM Tested Program August 2019 Bounostys

Catalogs at:

performance to the SMPTE ST 2110 standards, AMWA NMOS specifications
and JT-NM TR-1001-1 recommendations adopted by the indstry

&_‘x* * ’% ~» The JT-NM Tested Program provides greater transparercy of vencirs
> s 3 § AMWA

ST2110 ) The August 2018 testing event took plce the week of Augist B, 08¢
- A% TRIOOH = August 2019 test facky

Jetzt am, Markt verfligbare
und zertifizierte o
IP-Produkte (mit der | éjl}] s
getesteten SW/FW-Version

mit den entsprechenden
Buttons dokumentiert und
an den jeweiligen
Firmenstanden gezeigt.

Hosted By

RRIEDEL

=
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Weitere Informationsquellen: “JT-NM Tested Program”

IEI Joint Task Force on Networked Media
“JT-NM Tested Program March 2020" - 26 February 2020 v1.3

“JT-NM Tested Program March 2020”
SMPTE ST 2110 Test Plan v.1.3

ST 2110 * Changelog to v.1.2

o Sections 5_TX, 6_TX, 6_RX, test 6.5 - errors corrected in channel count and packet times TR-1001-1 *

Og s @

Changelog to v.1.1

« Section 4_TX - amended
* Test4.5- added and numbering amended

Og /@

JT-NM Tested Event C'falg.,i'.?fn:fplilo JT-NM Tested Event

Wireshark ST 2110 dissectors - links updated
IP Showcase

General statements and terms - amended

IP Showcase

IBC2019 Changelog to “JT-NM Tested August 2019 Program” chzolg
Test Plan v.1.3

« Initial release. This document may undergo substantial changes ahead of the final version.
 Itis recommended that participants of previous JT-NM Tested events carefully familiarize
themselves with the new revision of the test plan

Editorial corrections and ambiguities resolution throughout the text

SMPTE ST 2110-31 tests added

SMPTE ST 2110-40 and ST 2022-7 tests numbering updated

Video formats throughout the document are changed to 59.94 frame rate

l I - I P s H Owc ASE General statements and terms amended
Section 2 - Some tests amended, PTP GM failover behavior tests added and tests numeration
updated
Section 5_TX tests - amended, DSCP values check added =

Al essence RX tests - amended, RTP payload ID acceptance check added

Test 7.1. - Recommended DID/SDIDs values are provided I P s H OWCA S {:
Section 8 - amended

173t

oo

R

Mehr Informationen unter:
http://jt-nm.org/jt-nm_tested/
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http://jt-nm.org/jt-nm_tested/

Trend: AIMS IPMX

Proposed AIMS ProAV Roadmap — February 2020

. Standardized Transport of Audio,
Audio over IP )
Video, & ANC Elements

AES67 SMPTE ST 2110-10
Audio Over IP Timing & Definitions
SMPTE ST 2110-20
Uncompressed Video
SMPTE ST 2110-21

ProAV Standards & Specifications

SMPTE ST 2110-22
CBR Compression
in ST 2110

ISO/IEC 21122
JPEG XS Codec

HDCP*

Copy protection
General Purpose |/O*

IR Remotes, GPIO, USB,
RS232 over IP

AIMS: Alliance
for IP Media
Solutions

Packet Pacing NMOS I15-04 & IS-05 NMOS 15-08*
SMPTE ST 2110-30 Discovery, registration ~ Audio channel mapping IPMX: Internet
AES67 Audio & connection IPv6* .
SMPTE ST 2110-31 e Network addressing Protocol Media
AES3 Audio Transport ¢, / picpiayin / Hep Security* .
SMPTE ST 2110-40 it Authentication, Ex perience
Ancillary Data Encryption
SMPTE ST 2110
Required Optional
* not ratified yet by AIMS, and therefore proposed roadmap additions @AI M S
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Trends und Entwicklungen

42 Full Stack Profil weiterentwickeln
& Remote Production — hier RIST/SRT/Zixi

B Sicherheit — Security is a thing!
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Trend: RIST/SRT/ZiXi

Ziel: Standardisierte Anlieferung von Live content (low delay) iiber offentliche bzw.
“unmanaged” Netzwerke (z.B. Public Internet iiber DSL, LTE/5G, Satellite)

e Reliable Internet e Secure Reliable o ZiXi
Streaming Protocol Transport e Proprietar
e Standardisiert von VSF e Entwickelt von SRT e Etabliert
e RTP, RTCP Alliance
e Interoperabel designt * Implementierung Open
Source
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Potentielle Rundfunkanwendungen

Professionelles Video Streaming fur

Kontribution:

e Anbindung der AU, Regional- und Auslandsstudios
Primary Distribution

e Senderzufihrung

e Upload fiir Videoportale

Von / Zur Cloud
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Tests SRT

Hochaktuell: Tests mit SRT im IRT im Februar/Marz 2020
e Uber Internet, LTE und Ka-Sat

e Mehrere Hersteller

Zwischeneindruck (unter Vorbehalt):

e Robust
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Trends und Entwicklungen

42 Full Stack Profil weiterentwickeln
& Remote Production — hier RIST/ZIXI/SRT

B Sicherheit — Security is a thing!
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Trend und Entwicklung: Security

EBU IT — Sicherheit ist essentiell!
. Passworter im Klartext im Handbuch Don‘t!
FoR MEDIA VENDORS. SvrEme Undokumentierte offene Ports

SOFTWARE & SERVICES

RECOMMENDATION

Immer mehr wird Security unterstutzt
EBU Recommendation R143, nutzlich V
NMOS z.B. nutzt TLS, https, wss

Do!

Geneva
April 2016

EBU R143 - CYBERSECURITY RECOMMENDATION:
https://tech.ebu.ch/publications/r143
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https://tech.ebu.ch/publications/r143

Trends und Entwicklung: Security

Gerate von 34
Herstellern getestet
et 387 Schwachstellen

gefunden

16% davon kritisch

m Default credentials m Unauthenticated remote access.
= Absence of Encryption = Unsupported software

= m Encryption Misconfiguration m Unnecessary features
m Web interface Weaknesses m Unpatched software

JT-NM CYBERSECURITY VULNERABILITY ASSESSMENT:
http://jt-nm.org/documents/security/jt-nm_cybersecurity_final_report_2020_02_26.pdf
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Die Technologiewelten wachsen zusammen

IBC 2019
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Vielen Dank fur Ihre Aufmerksamkeit!

Experts in audio-visual media

Sonja Langhans, Dipl.-Ing. .
Future Networks k

Mit Beitragen von: Dr. Rainer Schafer, Friedrich Gierlinger, Markus, Berg, Andreas Metz, Herbert Guist, Franz Baumann

FloriansmuhlstraRe 60
80939 Miinchen

Tel +498932399-0
FAX +49 89 323 99 — 351
www.irt.de
sonja.langhans@irt.de

All rights reserved. All text, images, graphics and charts are protected by copyright.
Reproduction or use of the content is not permitted without the express consent of the author.
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